INDUSTRY PERSPECTIVES

Data automation
delivers high

returns for
Banking and
Financial Services

With rapidly expanding portfolios of products, services, and technologies, banks
and financial services organizations face no shortages of data. But despite
investing billions on big data and analytics solutions, many financial institutions
still struggle to use their data to serve customers more effectivelu.

Tightening the belt further is an ever-evolving landscape of customer
expectations, multi-channel offerings, and regulatory compliance burdens. Yet
financial institutions keen to add more and more point solutions to navigate
these challenges can expect data complexity to worsen as digital landscapes
grow bigger.

To leverage current investments and Following are three critical

better serve customers, financial imperatives driving industry leaders
institutions need a more holistic to implement end-to-end data
approach to data automation across automation technology.

internal systems and third parties.
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1. Simplified data movement

between operational systems

Across the industry, financial institutions
are doubling down on data-driven
strategies to cut costs, drive profitability,

and better serve customers. But to do so,

banking and financial services leaders
must first unravel layers of integration
complexity keeping their operational
systems out of sync.

“With digital ecosystems growing larger
by the day, it’s exponentially harder to
keep data synchronized across financial
products, third-party services, and
systems of record,” says Scott Huie,
Principal, Payments and Core Banking
at KPMG. “As new technologies and
customer offerings are added across
channels and departments, integration
complexity remains a chief frustration
point for banking and IT leaders alike.”
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“ With digital ecosystems
growing larger by the day,
it’s exponentially harder
to keep data synchronized

across financial products,
third-party services, and
systems of record.

— Scott Huie, Principal, Payments
and Core Banking at KPMG

Spread throughout the organization is
an ever-growing network of financial,
human resources, and operational
systems of record, stitched together
over the years via legacy and/or
custom integrations and unidirectional
connection points. As more solutions
get added, such as mobile payment
apps or digital wallets, more and more
connection points must be built between
corresponding systems to send data
back and forth.

Citing integration complexity as a
long-standing frustration point for
technology leaders, Huie shares that
these fragmented connections ultimately
result in a loss of business context in
data—a challenge that exacerbates as
digital ecosystems grow larger. Further,
this complexity increases exponentially
when sharing data externally, raising
concerns about privacy breaches and
unauthorized access to business data.
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Shruthi Rao, chief business officer

and co-founder of Vendia, agrees:

“Over time, these connection points
form a complicated web of brittle
interconnectivity, stripping data of its
business context and leaving financial
services leaders with an incomplete view
of the truth”

Describing data complexity as often
synonymous with integration complexity,
Rao further points to the maintenance,
bespoke configurations, and multiple
integration tools it takes just to maintain
the flow of data across operational
systems. “Most integration toolkits were
built simply to establish connectivity
between different systems—not reconcile
and harmonize the data itself,” she
shares.

Rather than simplify data movement
as intended, the inherent limitations of

“ Most integration toolkits
were built simply to
establish connectivity
between different

systems—not reconcile
and harmonize the
data itself.

— Shruthi Rao, Chief Business Officer
and Co-Founder of Vendia
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these tools lead to much of the data
complexity that folks must navigate
today—including a lack of visibility into
when and where changes in data occur
between systems.

The good news is that simplifying and
streamlining operational data flows is no
longer the complicated, time-consuming,
or burdensome endeavor it’s been in the
past. “A lot of financial services leaders
might be surprised to learn that the key
is using less integration tools, not more,”
explains Rao, advising organizations to
slim down integration toolkits by using
an end-to-end data automation platform
to automate bidirectional data flows
between any-to-any systems both within
and outside their organization.
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2. Seamless data collaboration

with third parties

Similar data complexities extend beyond
company walls, where getting an accurate
view of data across third parties and other
financial services partners feels more

like a fever dream than reality. Whether
collaborating across different products or
among other financial services partners,
sharing data is becoming increasingly
difficult to navigate—uyet it’s never been
more critical.

“Nearly every decision financial institutions
make relies on having access to the

right information,” says Huie. “This often
involves collaborating with other parties to
assess an array of financial, legal, market,
and macroeconomic data.” Citing loan
syndication as a prime example, he points
to income statements, credit histories, loan
agreements, and interest rates as key
factors involved in the collective decision-
making process.
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“ Nearly every decision
financial institutions make

relies on having access to
the right information.

— Scott Huie, Principal, Payments
and Core Banking at KPMG

“In the old world, emailing spreadsheets

or putting data into a shared repository or
operational data store may have sufficed,
but these approaches simply don’t cut it
anymore,” Huie continues, noting the high
cost and complexity involved in supporting,
updating, and maintaining these data
repositories.

“Once an operational data store extends
beyond the boundaries of a particular
firm, all of these challenges become
exponentially more difficult to manage,” he
explains. Yet a lack of alternative solutions
leaves many organizations still relying

on these methods today. Reinsurance
companies, for example, commonly use
shared Excel spreadsheets to manually
update asset data and valuations across
different systems.

“Data integrity, quality, and accuracy are
by no means new obstacles, but theyre
becoming far more complicated to
manage,” adds Rao. “It’s not uncommon for
financial institutions to spend weeks—if not
months—manually reconciling shared data
and updating customer information across
disjointed systems.”
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The ability to share and reconcile data
both within and outside company walls is
another key advantage of data automation
technology. In Vendia, data reconciliation
happens instantaneously via unified data
modeling and built-in consensus protocol.
Financial services organizations, such as
reinsurance companies, also gain easy
access to data transactions and lineage
to quickly understand how customer
information and valuations may have
changed over time.

Companies such as Resolution Life and Fannie Mae use Vendia to seamlessly exchange real-time
information on mutual customers, properties, and insurance needs across their entire partner network.
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“ Vendia is transparent and the source of data is true; that’s the
use case for us. The technology gives everyone access to the

data, which is distributed transparently.

— Ben Murphy, Head of Data and Reinsurance Technology, Resolution Life
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3. Built-in regulatory compliance

and governance

Compounding complex data environments and
third-party automation barriers are increasing
cybersecurity threats and regulatory risks. A
KPMG banking industry survey reports that

80 percent of banking executives expect

cybersecurity threats to increase, with 43 percent
admitting their banks may be ill-equipped to
protect customer data, privacy, and assets in the
event of a cyberattack.

Changing regulatory markets are another top
concern for financial services leaders. In its
2023 Chief Ethics and Compliance Officer (CCO)
survey, KPMG revealed that 37 percent of CCOs

in the banking and capital markets sector say
new regulatory requirements top their list of
compliance challenges over the next two years.

“Financial institutions are under tremendous
pressure to adapt to new and evolving
regulatory requirements while ensuring that
customer data stays protected at all times,”
notes Huie, pointing to gaining momentum for
open banking as one example whuy.

At a broad level, the regulatory framework gives
customers greater control over their financial
data, letting third-party providers directly access
their banking and financial information when
given consent. But the downside is financial
institutions must now navigate a slew of new
data complexities ranging from privacy and
consent to standardization, governance, and

access control.
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“Cybersecurity and regulatory compliance are
two primary drivers behind data automation
investments,” remarks Rao, corroborating
KPMG research citing technology and data and

analytics as top compliance and automation
focuses for the coming years.

It'’s also an area where data automation
platforms like Vendia shine exceptionally

bright for financial institutions. “Tracking

data and lineage, providing audit trails for
compliance, building partner trust through data
consistency—these are business complexities
that have plagued financial institutions for
years,” she says.

“ Financial institutions
are under tremendous
pressure to adapt to new
and evolving regulatory
requirements while

ensuring that customer
data stays protected at
all times.

— Scott Huie, Principal, Payments
and Core Banking at KPMG

Purpose-built on a distributed ledger
technology foundation, Vendia delivers

robust data governance, observability, and
privacy capabilities, such as fine-grained
access control, built-in compliance, and data
anonymization, erasure, and masking. When
sharing data with external parties—be it
financial services partners or other third-party
services—institutions can choose exactly what
information to withhold or disclose based on
record or individual fields.
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Revolutionizing data automation across Financial Services

Financial services leaders are navigating an onslaught of new business

challenges, regulatory complexities, and strategic opportunities at a
breakneck pace. For organizations seeking a more innovative approach to
data automation and modernization, Vendia and KPMG can help.

=< Vendia

Vendia gives financial institutions a single
platform to integrate, reconcile, analyze,
activate, and observe data anywhere across
the digital ecosystem. Financial services
organizations such as Allianz, Common
Securitization Solutions, Fannie Mae, and
Resolution Life use Vendia’s data automation
cloud to streamline audit operations, ensure
compliance with changing regulations and data
privacy laws, and share data inside and outside
the organization in real time with full visibility,
governance, and control.

To learn more about how Vendia can help
your financial services organization, visit:
vendia.com/financial-services or download

our whitepaper, “Data complexity is canceled:

Harmonize data across your digital ecosystem.”

About Vendia

KPMG

With a deep understanding of how the banking
industry and its business models are evolving,
KPMG banking professionals help financial
institutions clearly define and execute innovative
approaches for strategic change.

Working with KPMG, your financial institution
can reexamine its risk approach: tools,
methodologies, and processes, from top to
bottom. Its team of industry experts can help
design and implement an appropriate risk
management program, remediate areas of
regulatory concern, review, and strengthen
operational resilience, and provide deep insights
on an institution’s risk profile to proactively
identify issues in the future.

To learn more, visit: www.kpmg.com

Vendia is the future of collective data intelligence, combining smart APIs, databases, and distributed ledger technology inside a single platform. Vendia’s data
automation cloud makes it easy to share data inside and outside of the organization in real time and with full visibility, governance, and control. Companies such
as BMW, Delta Airlines, Resolution Life Insurance, and Fannie Mae use Vendia to automate contextual and compliant data flows between any-to-any systems for
a harmonized, accurate view of data that unlocks speed, innovation, and cost savings. Learn more about us at Vendia.com and #UnchainYourData with Vendia.
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